Table 3.1 Encryption and Decryption Tables for Substitution Cipher of Figure 3.4

Plaintext Ciphertext Ciphertext | Plaintext
0000 1110 0000 1110
0001 0100 0001 0011
0010 1101 0010 0100
0011 0001 0011 1000
0100 0010 0100 0001
0101 1111 0101 1100
0110 1011 0110 1010
0111 1000 0111 1111
1000 0011 1000 0111
1001 1010 1001 1101
1010 0110 1010 1001
1011 1100 1011 0110
1100 0101 1100 1011
1101 1001 1101 0010
1110 0000 1110 0000
1111 0111 1111 0101




Table 3.2 Permutation Tables for DES

(a) Initial Permutation (IP)

58 50 42 34 26 18 10 2
60 52 44 36 28 20 12 4
62 54 46 38 30 22 14 6
64 56 48 40 32 24 16 8

57 49 41 33 25 17 9 1

59 51 43 35 27 19 11 3

61 53 45 37 29 21 13 5

63 55 47 39 31 23 15 7

(b) Inverse Initial Permutation (IP~!)

40 8 48 16 56 24 64 32

39 7 47 15 55 23 63 31

38 6 46 14 54 22 62 30

37 5 45 13 53 21 61 29

36 4 44 12 52 20 60 28

35 3 43 11 51 19 59 27

34 2 42 10 50 18 58 26

33 1 41 9 49 17 57 25

(c) Expansion Permutation (E)

32 1 2 3 5
4 5 6 8 9
8 9 10 11 12 13
12 13 14 15 16 17
16 17 18 19 20 21

20 21 22 23 24 25

24 25 26 27 28 29

28 29 30 31 32 1

(d) Permutation Function (P)

16 7 20 21 29 12 28 17
1 15 23 26 5 18 31 10
2 8 24 14 32 27 3 9

19 13 30 6 22 11 4 25




Table 3.3 Definition of DES S-Boxes

14 4 13 1 2 15 11 8 3 10 6 12 5 9 0 7

S 0 15 7 4 14 2 13 1 10 6 12 11 9 5 3 8

4 1 14 8 13 6 2 11 15 12 9 7 10 5 0

15 12 8 2 4 9 1 7 5 11 3 14 10 0 6 13

15 1 8 14 6 11 3 4 9 7 2 13 12 0 5 10

S 3 13 4 7 15 2 8 14 12 0 1 10 6 9 11 5

0 14 7 11 10 4 13 1 5 8 12 6 9 3 2 15

13 8 10 1 3 15 4 2 11 6 7 12 0 5 14 9

10 0 9 14 6 3 15 5 1 13 12 7 11 4 2 8

S3 13 7 0 3 4 6 10 2 8 5 14 12 11 15 1

13 6 4 9 8 15 3 0 11 1 2 12 5 10 14 7

1 10 13 0 6 9 8 7 4 15 14 3 11 5 2 12

7 13 14 3 0 6 9 10 1 2 8 5 11 12 4 15

Sy 13 8 11 5 6 15 0 3 4 7 2 12 1 10 14 9
10 6 9 0 12 11 7 13 15 1 3 14 5 8

3 15 0 6 10 1 13 8 9 4 5 11 12 2 14

2 12 4 1 7 10 11 6 8 5 3 15 13 0 14 9

Ss 14 11 2 12 4 7 13 1 5 0 15 10 3 9 8 6

4 2 1 11 10 13 7 8 15 12 5 6 3 0 14

11 8 12 7 1 14 2 13 6 15 0 9 10 4 5 3

12 1 10 15 9 2 6 8 0 13 3 4 14 7 5 11

Se 10 15 4 2 7 12 9 5 6 1 13 14 0 11 3 8

9 14 15 5 2 8 12 3 7 0 4 10 1 13 11 6

4 3 2 12 9 5 15 10 11 14 1 7 6 0 8 13

4 11 2 14 15 0 8 13 3 12 9 7 5 10 6 1

Sy 13 0 11 7 4 9 1 10 14 3 5 12 2 15 8 6

1 4 11 13 12 3 7 14 10 15 6 8 0 5 9 2

6 11 13 8 1 4 10 7 9 5 0 15 14 2 3 12

13 2 8 4 6 15 11 1 10 9 3 14 5 0 12 7

Sg 1 15 13 8 10 3 7 4 12 5 6 11 0 14 9 2

7 11 4 1 9 12 14 0 6 10 13 15 3 5 8

2 1 14 7 4 10 8 13 15 12 9 0 3 5 6 11

Note to compositor: get entire table on one page.




Table 3.4 DES Key Schedule Calculation

(a) Input Key
1 2 3 4 5 6 7 8
9 10 11 12 13 14 15 16
17 18 19 20 21 22 23 24
25 26 27 28 29 30 31 32
33 34 35 36 37 38 39 40
41 42 43 44 45 46 47 48
49 50 51 52 53 54 55 56
57 58 59 60 61 62 63 64

(b) Permuted Choice One (PC-1)

57 49 41 33 25 17 9
1 58 50 42 34 26 18
10 2 59 51 43 35 27
19 11 3 60 52 44 36
63 55 47 39 31 23 15
7 62 54 46 38 30 22
14 6 61 53 45 37 29
21 13 5 28 20 12 4

(c) Permuted Choice Two (PC-2)

14 17 11 24 1 5 3 28
15 6 21 10 23 19 12 4
26 8 16 7 27 20 13 2
41 52 31 37 47 55 30 40

51 45 33 48 44 49 39 56
34 53 46 42 50 36 29 32

(d) Schedule of Left Shifts

Round Number 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
Bits Rotated 1 1 2 2 2 2 2 2 1 2 2 2 2 2 2

16




Table 3.5 DES Example

Round K; L; R;
P 5a005a00 3cf03c0f
1 1e030£03080d2930 3cf03c0f bad22845
2 0a31293432242318 bad22845 99e9b723
3 23072318201d0c1d 99e9b723 Obae3b9e
4 05261d3824311a20 Obae3b9e 42415649
5 3325340136002c25 42415649 18b3fa4dl
6 123a2d0d04262alc 18b3fa4dl 9616fe23
7 021f120b1c130611 9616fe23 67117cf2
8 1c10372a2832002b 67117cf2 cllbfc09
9 04292a380c341£03 cllbfc09 887fbcé6c
10 2703212607280403 887fbc6c 600£f7e8b
11 2826390c31261504 600£f7e8b £596506e
12 12071c241a0a0£f08 £596506e 738538b8
13 300935393c0d100b 738538b8 cbab2cde
14 311e09231321182a cbab2cde 56b0bd75
15 283d3e0227072528 56b0bd75 75e8fd8f
16 2921080b13143025 75e8fd8f 25896490
IP-! dal2ce3a 89ecac3b

Note: DES subkeys are shown as eight 6-bit values in hex format




Table 3.6 Avalanche Effect in DES: Change in Plaintext

Round ) Round )
02468aceeca86420 1 9 cl1lbfc09887fbcbec 32
12468aceeca86420 99f911532eed7d9%4

1 3cf03c0fbad22845 |1 10 887fbc6c600f7e8b |34
3cf03c0fbad32845 2eed7d94d0£23094

2 bad2284599e9b723 |5 11 600f7e8bf596506e | 37
bad3284539a9b7a3 d0£23094455da9c4

3 99e9b7230bae3b9%e | 18 12 £596506e738538Db8 31
39a9b7a3171cb8b3 455da9c47f6e3cf3

4 Obae3b9e42415649 |34 13 738538b8cb6ab2cde |29
171cb8b3ccaca55e 7f6e3cf34bcla8d9

5 4241564918b3fadl | 37 14 c6ab62c4e56b0bd75 33
ccaca55edl6c3653 4bcl1a8d91e07d409

6 18b3fa419616fe23 |33 15 56b0bd7575e8£fd8f |31
dl16c3653cf402c68 1e07d4091ce2ebdc

7 9616fe2367117cf2 |32 16 75e8£d8£25896490 32
cf402c682b2cefbc lce2e6dc365e5£59

8 67117cf2cl1bfc09 |33 IP-! da02ce3a89ecac3b 32
2b2cefbc99£91153 057cde97d7683f2a




Table 3.7 Avalanche Effect in DES: Change in Key

Round ) Round )
02468aceeca86420 |0 9 cl1bfc09887fbcébc 34
02468aceeca86420 548f1ded471f64d£fd

1 3cf03c0fbad22845 |3 10 887fbc6c600f7e8b |36
3cf03c0f9ad628c5 71£64d£fd4279876¢

2 bad2284599e9b723 | 11 11 600f7e8bf596506e |32
9ad628c59939136b 4279876c399fdc0d

3 99e9b7230bae3b9%e |25 12 £596506e738538Db8 28
9939136b768067b7 399£fdc0d6d208dbb

4 Obae3b9e42415649 |29 13 738538b8cbab2cde |33
768067b75a8807c5 6d208dbbb9bdeeaa

5 4241564918b3fadl |26 14 c6ab62c4e56b0bd75 30
5a8807c5488dbe9%4 b9bdeeaad2c3a56f

6 18b3fa419616fe23 |26 15 56b0bd7575e8£d8f | 33
488dbe94aba7fe53 d2c3a56£2765clfb

7 9616fe2367117cf2 |27 16 75e8£d8£25896490 30
aba7fe53177d21e4 2765c1fb01263dc4

8 67117cf2cllbfc09 |32 IP-! da02ce3a89%ecac3b |30
177d21e4548f1de4 ee92b50606b62b0b




