4Table 7.1 Example Operation of BBS Generator
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11 137922 0
12 123175 1
13 8630 0
14 114386 0
15 14863 1
16 133015 1
17 106065 1
18 45870 0
19 137171 1
20 48060 0




Table 7.2 Example Results for PRNG Using OFB

Output Block Fraction of One | Fraction of Bits that
Bits Match with
Preceding Block
1786f4c7ff6e291dbdfdd90ec3453176 0.57 —
5e17b22b14677a4d66890£87565eae64 0.51 0.52
fd18284ac82251dfb3aa62c326cd46cc 047 0.54
c8e545198a758e£5dd86b41946389bd5 0.50 0.44
fe7bae0e23019542962e2c52d215a2e3 047 048
14£fdf5ec99469598ae0379472803accd 0.49 0.52
6aeca972e5a3efl7bdlalb775£c8b929 0.57 048
£f7e97badf359d128f00d9b4ae323db64 0.55 0.45




Table 7.3 Example Results for PRNG Using CTR

Output Block Fraction of One | Fraction of Bits that
Bits Match with
Preceding Block
1786f4c7f£f6e291dbdfdd90ec3453176 0.57 —
60809669a3e092a01b463472fdcaed20 041 0.41
d4e6el70b46b0573eedf88ee39bff33d 0.59 0.45
5f8fcfc5decal8ea246785d7fadc76£8 0.59 0.52
90e63ed27bb07868c753545bdd57ee28 0.53 0.52
0125856£fdf4al17£f747c7833695c52235 0.50 0.47
f4be2d179b0£2548£d748c8£fc7c81990 0.51 0.48
1151fc48f90eebac658a3911515c3c66 047 0.45




Table 7.4 Speed Comparisons of Symmetric Ciphers on a Pentium II

Cipher Key Length Speed (Mbps)

DES 56 9
3DES 168 3
RC2 Variable 09

RC4 Variable 45




