Table 11.1 Requirements for a Cryptographic Hash Function H

Requirement

Description

Variable input size

H can be applied to a block of data of any size.

Fixed output size

H produces a fixed-length output.

Efficiency

H(x) is relatively easy to compute for any
given x, making both hardware and software
implementations practical.

Preimage resistant (one-way property)

For any given hash value 4, it is
computationally infeasible to find y such that

H(y) = h.

Second preimage resistant (weak collision
resistant)

For any given block x, it is computationally
infeasible to find y # x with H(y) = H(x).

Collision resistant (strong collision resistant)

It is computationally infeasible to find any pair
(x,y) such that H(x) = H(y).

Pseudorandomness

Output of H meets standard tests for
pseudorandomness




Table 11.2

Hash Function Resistance Properties Required for Various
Data Integrity Applications

Preimage Resistant Second Preimage Collision Resistant
Resistant
Hash + digital yes yes yes*
signature
Intrusion detection yes
and virus detection
Hash + symmetric
encryption
One-way password yes
file
MAC yes yes yes*

* Resistance required if attacker is able to mount a chosen message attack




Table 11.3 Comparison of SHA Parameters

SHA-1 SHA-224 SHA-256 SHA-384 SHA-512
Message 160 224 256 384 512
Digest Size
Block Size 512 512 512 1024 1024
Word Size 32 32 32 64 64
Number of 80 64 64 80 80
Steps

Note: All sizes are measured in bits.




Table 11.4 SHA-512 Constants

428a2f98d728ae22
3956c25bf348b538
d807aa98a3030242
72be5d74£27b896f
e49b69cl9efldad2
2de92c6£592b0275
983e5152ee66dfab
c6e00bf33da88fc2
27b70a8546d22ffc
650a73548baf63de
a2bfeB8aldcfl10364
d192e819d6e£f5218
19a4c116b8d2d0c8
391c0cb3c5c95a63
748f82ee5defb2fc
90befffa23631e28
ca273eceea26619c
06£f067aa72176fba
28db77£523047d84
4cc5d4becb3e42b6

7137449123ef65cd
59f111£f1b605d019
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80deblfe3bl696bl
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d5a79147930aa725
2e1b21385c26c926
766a0abb3c77b2a8
a8la664bbc423001
d69906245565a910
1e376c085141ab53
4edB8aadae3418achb
78a5636£43172£60
a4506cebde82bde9
d186b8c721c0c207
0a637dc5a2c898a6
32caab7b40c72493
597£299cfc657e2a

b5c0fbcfec4d3b2f
923f82a4af194f9b
243185be4deedb28c
9bdc06a725c71235
0£c19dc68b8cd5b5
5cb0a9dcbd41£fbd4
b00327c898fb213f
06ca6351e003826f
4d2c6dfc5ac42aed
81lc2c92e47edaeeb
c24b8b70d0£89791
f40e35855771202a
2748774cdf8eeb99
5b9cca4f7763e373
84c87814alf0ab72
bef9a3f7b2c67915
eada7ddé6cdeleble
113£f9804bef90dae
3c9ebelal5c9bebe
5fcb6fab3ad6faec
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550c7dc3d5ffbde2
cl9bf174c£692694
240calcc77ac9c65
76£988da831153b5
bf597fc7beeflee4
142929670a0e6e70
53380d139d95b3df
92722c851482353b
c76c51a30654be30
106aa07032bbd1b8
34b0bcb5e19b48a8
682e6f£3d6b2b8a3
8cc70208la6439%ec
c67178£2e372532b
£f57d4f7feeb6edl78
1b710b35131c471b
431d67c49c100d4c
6c44198c4a475817




