
 

Table 17.1  IEEE 802.11 Terminology 
 
 
Access point (AP) Any entity that has station functionality and provides access to the 

distribution system via the wireless medium for associated stations. 
Basic service set (BSS) A set of stations controlled by a single coordination function. 
Coordination function The logical function that determines when a station operating 

within a BSS is permitted to transmit and may be able to receive 
PDUs. 

Distribution system (DS) A system used to interconnect a set of BSSs and integrated LANs to 
create an ESS. 

Extended service set 
(ESS) 

A set of one or more interconnected BSSs and integrated LANs that 
appear as a single BSS to the LLC layer at any station associated 
with one of these BSSs. 

MAC protocol data unit 
(MPDU) 

The unit of data exchanged between two peer MAC entities using 
the services of the physical layer. 

MAC service data unit 
(MSDU) 

Information that is delivered as a unit between MAC users. 

Station Any device that contains an IEEE 802.11 conformant MAC and 
physical layer. 

 



 

Table 17.2  IEEE 802.11 Services 
 

Service Provider Used to support 
Association Distribution system MSDU delivery 

Authentication Station LAN access and security 

Deauthentication Station LAN access and security 

Dissassociation Distribution system MSDU delivery 

Distribution Distribution system MSDU delivery 

Integration Distribution system MSDU delivery 

MSDU delivery Station MSDU delivery 

Privacy Station LAN access and security 

Reassociation Distribution system MSDU delivery 
  



 

Table 17.3  IEEE 802.11i Keys for Data Confidentiality and Integrity 
Protocols 

 
 

Abbrev-
iation  

Name  Description / Purpose  Size (bits)  Type  

AAA 
Key  

Authentication, 
Accounting, 
and 
Authorization 
Key  

Used to derive the PMK. Used with 
the IEEE 802.1X authentication and 
key management approach. Same as 
MMSK.  

≥ 256  Key generation 
key, root key  

PSK  Pre-Shared Key  Becomes the PMK in pre-shared 
key environments.  

256  Key generation 
key, root key  

PMK  Pairwise 
Master Key  

Used with other inputs to derive the 
PTK.  

256  Key generation 
key  

GMK  Group Master 
Key  

Used with other inputs to derive the 
GTK.  

128  Key generation 
key  

PTK  Pair-wise 
Transient Key  

Derived from the PMK. Comprises 
the EAPOL-KCK, EAPOL-KEK, 
and TK and (for TKIP) the MIC 
key.  

512 (TKIP) 
384 (CCMP)  

Composite key  

TK  Temporal Key  Used with TKIP or CCMP to 
provide confidentiality and integrity 
protection for unicast user traffic.  

256 (TKIP) 
128 (CCMP)  

Traffic key  

GTK  Group 
Temporal Key  

Derived from the GMK. Used to 
provide confidentiality and integrity 
protection for multicast/broadcast 
user traffic.  

256 (TKIP) 
128 (CCMP) 

40, 104 (WEP)  

Traffic key  

MIC 
Key  

Message 
Integrity Code 
Key  

Used by TKIP’s Michael MIC to 
provide integrity protection of 
messages.  

64  Message integrity 
key  

EAPOL-
KCK  

EAPOL-Key 
Confirmation 
Key  

Used to provide integrity protection 
for key material distributed during 
the 4-Way Handshake.  

128  Message integrity 
key  

EAPOL-
KEK  

EAPOL-Key 
Encryption Key  

Used to ensure the confidentiality 
of the GTK and other key material 
in the 4-Way Handshake.  

128  Traffic key / key 
encryption key  

WEP 
Key  

Wired 
Equivalent 
Privacy Key  

Used with WEP.  40, 104  Traffic key  

  


