Table 18.1 Summary of PGP Services

Function

Algorithms Used

Description

Digital signature

DSS/SHA or RSA/SHA

A hash code of a message is created using
SHA-1. This message digest is encrypted
using DSS or RSA with the sender's
private key and included with the
message.

Message encryption

CAST or IDEA or
Three-key Triple DES
with Diffie-Hellman or

RSA

A message is encrypted using CAST-128
or IDEA or 3DES with a one-time session
key generated by the sender. The session
key is encrypted using Diffie-Hellman or
RSA with the recipient's public key and
included with the message.

Compression

ZIP

A message may be compressed for
storage or transmission using ZIP.

E-mail compatibility

Radix-64 conversion

To provide transparency for e-mail
applications, an encrypted message may
be converted to an ASCII string using
radix-64 conversion.




Table 18.3 MIME Content Types

Type Subtype Description

Text Plain Unformatted text; may be ASCII or ISO 8859.

Enriched Provides greater format flexibility.

Multipart Mixed The different parts are independent but are to be transmitted
together. They should be presented to the receiver in the order
that they appear in the mail message.

Parallel Differs from Mixed only in that no order is defined for
delivering the parts to the receiver.

Alternative The different parts are alternative versions of the same
information. They are ordered in increasing faithfulness to the
original, and the recipient's mail system should display the
"best" version to the user.

Digest Similar to Mixed, but the default type/subtype of each part is
message/rfc822.

Message rfc822 The body is itself an encapsulated message that conforms to
RFC 822.

Partial Used to allow fragmentation of large mail items, in a way that
is transparent to the recipient.

External-body Contains a pointer to an object that exists elsewhere.

Image jpeg The image is in JPEG format, JFIF encoding.

gif The image is in GIF format.

Video mpeg MPEG format.

Audio Basic Single-channel 8-bit ISDN mu-law encoding at a sample rate
of 8 kHz.

Application | PostScript Adobe Postscript format.

octet-stream

General binary data consisting of 8-bit bytes.




Table 18.4 MIME Transfer Encodings

7bit The data are all represented by short lines of ASCII
characters.

8bit The lines are short, but there may be non-ASCII characters
(octets with the high-order bit set).

binary Not only may non-ASCII characters be present but the lines

are not necessarily short enough for SMTP transport.

quoted-printable

Encodes the data in such a way that if the data being encoded
are mostly ASCII text, the encoded form of the data remains
largely recognizable by humans.

base64 Encodes data by mapping 6-bit blocks of input to 8-bit blocks
of output, all of which are printable ASCII characters.
x-token A named nonstandard encoding.




Table 18.5 Native and Canonical Form

Native Form

The body to be transmitted is created in the system's native format. The native
character set is used and, where appropriate, local end-of-line conventions are
used as well. The body may be a UNIX-style text file, or a Sun raster image, or
a VMS indexed file, or audio data in a system-dependent format stored only in
memory, or anything else that corresponds to the local model for the
representation of some form of information. Fundamentally, the data is created
in the "native" form that corresponds to the type specified by the media type.

Canonical
Form

The entire body, including "out-of-band" information such as record lengths and
possibly file attribute information, is converted to a universal canonical form.
The specific media type of the body as well as its associated attributes dictate
the nature of the canonical form that is used. Conversion to the proper canonical
form may involve character set conversion, transformation of audio data,
compression, or various other operations specific to the various media types. If
character set conversion is involved, however, care must be taken to understand
the semantics of the media type, which may have strong implications for any
character set conversion (e.g. with regard to syntactically meaningful characters
in a text subtype other than "plain").




Table 18.6 Cryptographic Algorithms Used in SMIME

Function

Requirement

Create a message digest to be used in forming
a digital signature.

MUST support SHA-1.

Receiver SHOULD support MDS5 for
backward compatibility.

Encrypt message digest to form a digital
signature.

Sending and receiving agents MUST support
DSS.

Sending agents SHOULD support RSA
encryption.

Receiving agents SHOULD support
verification of RSA signatures with key sizes
512 bits to 1024 bits.

Encrypt session key for transmission with a
message.

Sending and receiving agents SHOULD
support Diffie-Hellman.

Sending and receiving agents MUST support
RSA encryption with key sizes 512 bits to
1024 bits.

Encrypt message for transmission with a one-
time session key.

Sending and receiving agents MUST support
encryption with tripleDES

Sending agents SHOULD support encryption
with AES.

Sending agents SHOULD support encryption
with RC2/40.

Create a message authentication code

Receiving agents MUST support HMAC with
SHA-1.

Sending agents SHOULD support HMAC
with SHA-1.




Table 18.7 S/MIME Content Types

Type Subtype smime Parameter Description
Multipart Signed A clear-signed message in two
parts: one is the message and the
other is the signature.
Application pkcs7-mime |signedData A signed S/MIME entity.
pkcs7-mime |envelopedData An encrypted S/MIME entity.
pkcs7-mime |degenerate An entity containing only public-
signedData key certificates.
pkcs7-mime |CompressedData |A compressed S/MIME entity.
pkcs7- signedData The content type of the signature
signature subpart of a multipart/signed

message.




Table 18.8 Verisign Public-Key Certificate Classes

Class 1

Class 2

Class 3

Summary of
Confirmation of
Identity

Automated
unambiguous name
and e-mail address
search.

Same as Class 1, plus
automated enrollment
information check
and automated
address check.

Same as Class 1, plus
personal presence and ID
documents plus Class 2
automated ID check for
individuals; business records
(or filings) for organizations.

IA Private Key | PCA: trustworthy PCA and CA: PCA and CA: trustworthy
Protection hardware; CA: trust- | trustworthy hardware. | hardware.

worthy software or

trustworthy

hardware.
Certificate Encryption software | Encryption software | Encryption software (PIN
Applicant and (PIN protected) (PIN protected) protected) required; hardware
Subscriber recommended but required. token recommended but not
Private Key not required. required.
Protection
Applications Web-browsing and | Individual and intra- | E-banking, corp. database
Implemented or | .. tqin e-mail usage. and inter-company e- | access, personal banking,
Contemplated mail, online membership-based online
by subscriptions, services, content integrity
Users password services, e-commerce server,

replacement, and
software validation.

software validation;
authentication of LRAAs;
and strong encryption for
certain servers.

IA Issuing Authority

CA

Certification Authority

PCA  VeriSign public primary certification authority
PIN  Personal Identification Number
LRAA Local Registration Authority Administrator




Table 18.9 Radix-64 Encoding

6-bit Character 6-bit Eharacter 6-Bit Character 6-bit Character
Balue Encoding Value Encoding value Encoding Value Encoding

0 A 16 Q 32 g 48 w

1 B 17 R 33 h 49 X

2 C 18 S 34 1 50 y

3 D 19 T 35 ] 51 z

4 E 20 U 36 k 52 0

5 £ 21 \Y 37 1 53 1

6 G 22 A\ 38 m 54 2

7 H 23 X 39 n 55 3

8 I 24 Y 40 0 56 4

9 J 25 Z 41 p 57 5

10 K 26 a 42 q 58 6

11 L 27 b 43 r 59 7

12 M 28 C 44 S 60 8

13 N 29 d 45 t 61 9

14 O 30 e 46 u 62 +

15 P 31 f 47 v 63 /

(pad)




