
Table 19.1  Tunnel Mode and Transport Mode Functionality 
 
 

 Transport Mode SA Tunnel Mode SA 

AH Authenticates IP payload and 
selected portions of IP header 
and IPv6 extension headers. 

Authenticates entire inner IP 
packet (inner header plus IP 
payload) plus selected 
portions of outer IP header 
and outer IPv6 extension 
headers. 

ESP Encrypts IP payload and any 
IPv6 extension headers 
following the ESP header. 

Encrypts entire inner IP 
packet. 

ESP with Authentication Encrypts IP payload and any 
IPv6 extension headers 
following the ESP header. 
Authenticates IP payload but 
not IP header. 

Encrypts entire inner IP 
packet. Authenticates inner IP 
packet. 

 



Table 19.2  Host SPD Example 
 

 

Protocol Local IP Port Remote IP Port Action Comment 

UDP 1.2.3.101 500 * 500 BYPASS IKE 

ICMP 1.2.3.101 * * * BYPASS Error messages 

* 1.2.3.101 * 1.2.3.0/24 * PROTECT: ESP 
intransport-mode 

Encrypt intranet 
traffic 

TCP 1.2.3.101 * 1.2.4.10 80 PROTECT: ESP 
intransport-mode 

Encrypt to server 

TCP 1.2.3.101 * 1.2.4.10 443 BYPASS TLS: avoid 
double 
encryption 

* 1.2.3.101 * 1.2.4.0/24 * DISCARD Others in DMZ 

* 1.2.3.101 * * * BYPASS Internet 
 



  
Table 19.3  IKE Payload Types 

 
Type Parameters 

Security 
Association 

Proposals 

Key Exchange DH Group #, Key Exchange Data 

Identification ID Type, ID Data 

Certificate Cert Encoding, Certificate Data 

Certificate 
Request 

Cert Encoding, Certification Authority 

Authentication Auth Method, Authentication Data 

Nonce Nonce Data 

Notify Protocol-ID, SPI Size, Notify Message Type, SPI, Notification Data 

Delete Protocol-ID, SPI Size, # of SPIs, SPI (one or more) 

Vendor ID Vendor ID 

Traffic Selector Number of TSs, Traffic Selectors 

Encrypted IV, Encrypted IKE payloads, Padding, Pad Length, ICV 

Configuration CFG Type, Configuration Attributes 

Extensible 
Authentication 
Protocol 

EAP Message 

 



Table 19.4  Cryptographic Suites for IPsec 
 

(a) Virtual private networks (RFC 4308) 
 

 VPN-A VPN-B 

ESP encryption 3DES-CBC AES-CBC (128-bit key) 

ESP integrity HMAC-SHA1-96 AES-XCBC-MAC-96 

IKE encryption 3DES-CBC AES-CBC (128-bit key) 

IKE PRF HMAC-SHA1 AES-XCBC-PRF-128 

IKE Integrity HMAC-SHA1-96 AES-XCBC-MAC-96 

IKE DH group 1024-bit MODP 2048-bit MODP 
 
 

(b) NSA Suite B (RFC 4869) 
 

 GCM-128 GCM-256 GMAC-128 GMAC-256 
ESP encryption/ 
Integrity 

AES-GCM (128-
bit key) 

AES-GCM (256-
bit key) 

Null Null 

ESP integrity Null Null AES-GMAC 
(128-bit key) 

AES-GMAC 
(256-bit key) 

IKE encryption AES-CBC (128-
bit key) 

AES-CBC (256-
bit key) 

AES-CBC (128-
bit key) 

AES-CBC (256-
bit key) 

IKE PRF HMAC-SHA-
256 

HMAC-SHA-
384 

HMAC-SHA-
256 

HMAC-SHA-
384 

IKE Integrity HMAC-SHA-
256-128 

HMAC-SHA-
384-192 

HMAC-SHA-
256-128 

HMAC-SHA-
384-192 

IKE DH group 256-bit random 
ECP 

384-bit random 
ECP 

256-bit random 
ECP 

384-bit random 
ECP 

IKE 
authentication 

ECDSA-256 ECDSA-384 ECDSA-256 ECDSA-384 

 


