Table 20.1 Some Examples of Intruder Patterns of Behavior

(a) Hacker
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Select the target using IP lookup tools such as NSLookup, Dig, and others.
Map network for accessible services using tools such as NMAP.

Identify potentially vulnerable services (in this case, pcAnywhere).

Brute force (guess) pcAnywhere password.

Install remote administration tool called DameWare.

Wait for administrator to log on and capture his password.

Use that password to access remainder of network.

(b) Criminal Enterprise
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Act quickly and precisely to make their activities harder to detect.
Exploit perimeter through vulnerable ports.

Use Trojan horses (hidden software) to leave back doors for reentry.
Use sniffers to capture passwords.

Do not stick around until noticed.

Make few or no mistakes.

(c) Internal Threat
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Create network accounts for themselves and their friends.

Access accounts and applications they wouldn't normally use for their daily jobs.
E-mail former and prospective employers.

Conduct furtive instant-messaging chats.

Visit Web sites that cater to disgruntled employees, such as f'dcompany.com.
Perform large downloads and file copying.

Access the network during off hours.




Table 20.2 Measures That May Be Used for Intrusion Detection

Measure

Model

Type of Intrusion Detected

Login and Session Activity

Login frequency by day and
time

Frequency of login at different
locations

Time since last login
Elapsed time per session

Quantity of output to location

Session resource utilization
Password failures at login

Failures to login from
specified terminals

Mean and standard deviation
Mean and standard deviation
Operational

Mean and standard deviation

Mean and standard deviation

Mean and standard deviation
Operational

Operational

Intruders may be likely to log
in during off-hours.

Intruders may log in from a
location that a particular user
rarely or never uses.

Break-in on a "dead" account.
Significant deviations might
indicate masquerader.
Excessive amounts of data
transmitted to remote
locations could signify
leakage of sensitive data.
Unusual processor or I/0
levels could signal an intruder.
Attempted break-in by
password guessing.
Attempted break-in.

Command or Program Execution Activity

Execution frequency

Program resource utilization

Execution denials

Mean and standard deviation

Mean and standard deviation

Operational model

May detect intruders, who are
likely to use different
commands, or a successful
penetration by a legitimate
user, who has gained access to
privileged commands.

An abnormal value might
suggest injection of a virus or
Trojan horse, which performs
side-effects that increase 1/0
or processor utilization.

May detect penetration
attempt by individual user
who seeks higher privileges.

File access activity

Read, write, create, delete
frequency

Records read, written

Mean and standard deviation

Mean and standard deviation

Abnormalities for read and
write access for individual
users may signify
masquerading or browsing.
Abnormality could signify an
attempt to obtain sensitive
data by inference and




aggregation.
Failure count for read, write, = Operational May detect users who
create, delete persistently attempt to access
unauthorized files.




Table 20.3 USTAT Actions versus SunOS Event Types

USTAT Action SunOS Event Type

Read open_r, open_rc, open_rtc, open_rwc,
open_rwtc, open_rt, open_rw, open_rwt

Write truncate, ftruncate, creat, open_rtc, open_rwc,
open_rwtc, open_rt, open_rw, open_rwt,
open_w, open_wt, open_wc, open_wct

Create mkdir, creat, open_rc, open_rtc, open_rwc,
open_rwtc, open_wc, open_wtc, mknod

Delete rmdir, unlink

Execute exec, execve

Exit exit

Modify_Owner
Modity_Perm

Rename

Hardlink

chown, fchown
chmod, fchmod

rename

link




Table 20.4 Observed Password Lengths [SPAF92a]

Length Number Fraction of Total
1 55 004
2 87 006
3 212 02
4 449 03
5 1260 .09
6 3035 22
7 2917 21
8 5772 42
Total 13787 1.0




Table 20.5 Passwords Cracked from a Sample Set of 13,797 Accounts [KLEI90]

Type of Password Search Size Number of Percentage of Cost/Benefit
Matches Passwords Ratio?
Matched
User/account name 130 368 2.7% 2.830
Character sequences 866 22 0.2% 0.025
Numbers 427 9 0.1% 0.021
Chinese 392 56 0.4% 0.143
Place names 628 82 0.6% 0.131
Common names 2239 548 4.0% 0.245
Female names 4280 161 1.2% 0.038
Male names 2866 140 1.0% 0.049
Uncommon names 4955 130 0.9% 0.026
Myths & legends 1246 66 0.5% 0.053
Shakespearean 473 11 0.1% 0.023
Sports terms 238 32 0.2% 0.134
Science fiction 691 59 0.4% 0.085
Movies and actors 99 12 0.1% 0.121
Cartoons 92 9 0.1% 0.098
Famous people 290 55 0.4% 0.190
Phrases and patterns 933 253 1.8% 0.271
Surnames 33 9 0.1% 0.273
Biology 58 1 0.0% 0.017
System dictionary 19683 1027 7.4% 0.052
Machine names 9018 132 1.0% 0.015
Mnemonics 14 2 0.0% 0.143
King James bible 7525 83 0.6% 0.011
Miscellaneous words 3212 54 0.4% 0.017
Yiddish words 56 0 0.0% 0.000
Asteroids 2407 19 0.1% 0.007
TOTAL 62727 3340 24.2% 0.053

2 Computed as the number of matches divided by the search size. The more words that needed
to be tested for a match, the lower the cost/benefit ratio.




