Table 22.1 Packet-Filtering Examples

Rule Set A
action ourhost port | theirhost port comment
block 0 * SPIGOT 0 we don't trust these people
allow OUR-GW 25 * * connection to our SMTP port
Rule Set B
action ourhost port | theirhost port comment
block & & & & default
Rule Set C
action ourhost port | theirhost port comment
allow * * * 25 connection to their SMTP port
Rule Set D
action src port dest port flags comment
allow {our hosts} & v 25 our packets to their
SMTP port
allow * 25 * * ACK | their replies
Rule Set E
action src port dest port flags comment
allow {our hosts} * * * our outgoing calls
allow * * * * ACK |replies to our calls
allow & & < >1024 traffic to nonservers




Table 22.2 Example Stateful Firewall Connection State Table [WACKO02]

Source Address Source Port i Destination Port Ll
Address State
192.168.1.100 1030 210.22.88.29 80 Established
192.168.1.102 1031 216.32.42.123 80 Established
192.168.1.101 1033 173.66.32.122 25 Established
192.168.1.106 1035 177.231.32.12 79 Established
223.43.21.231 1990 192.168.1.6 80 Established
2122.22.123.32 | 2112 192.168.1.6 80 Established
210.922.212.18 | 3321 192.168.1.6 80 Established
24.102.32.23 1025 192.168.1.6 80 Established
223212212 1046 192.168.1.6 80 Established




Table 22.3 Sample Packet Filter Firewall Ruleset

Source Source Port Dest Address Dest Port Action

Address
1 Any Any 192.168.1.0 > 1023 Allow
2 192.168.1.1 Any Any Any Deny
3 Any Any 192.168.1.1 Any Deny
4 192.168.1.0 Any Any Any Allow
5 Any Any 192.168.1.2 SMTP Allow
6 Any Any 192.168.1.3 HTTP Allow
7 Any Any Any Any Deny




