1. A{ty, rp, B, sgnData, Egyp [Kp1}

(a) One-way authentication

1. A{ty, rp, B, sgnData, Egyp [Kp1}

2. B{tg, rg, A, ry, sgnData, Eg¢y, [Ky,]

(b) Two-way authentication

1. A{ty, rp, B, sgnData, Egyp [Kp1}

2. B{tg, rg, A, rg, sgnData, Exy, [K},]

3. Afrg)

(c) Three-way authentication

Figure 4.5 X.509 Strong Authentication Procedures



