IPv4

extension headers

IPv6 (if present)

(a) Before Applying AH

<—authenticated except for mutable fields—p

hop-by-hop, dest,

IPv6 routing, fragment

(b) Transport Mode

authenticated except for mutable >
< fields in the new IP header

authenticated except for mutable fields in

new IP header and its extension headers

(¢) Tunnel Mode

Figure 6.6 Scope of AH Authentication



