
orig IP
hdr

hop-by-hop, dest,
routing, fragmentIPv6

orig IP
hdrIPv4

New IP
hdrIPv4

(a) Transport Mode

new IP
hdr

ext
headersIPv6

authenticated

encrypted

authenticated

encrypted

authenticated

encrypted

authenticated

encrypted

(b) Tunnel Mode

Figure 6.9   Scope of ESP Encryption and Authentication
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