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Figure 7.6    Handshake Protocol Action

Client Server
T

im
e

client_hello

certificate

client_key_exchange
certificate_verify

change_cipher_spec

finished

server_hello

certificate

certificate_request

server_hello_done

change_cipher_spec

finished

Establish security capabilities, including
protocol version, session ID, cipher suite,
compression method, and initial random
numbers.

Server may send certificate, key exchange,
and request certificate. Server signals end
of hello message phase.

Client sends certificate if requested. Client
sends key exchange. Client may send
certificate verification.

Change cipher suite and finish
handshake protocol.

Note: Shaded transfers are
optional or situation-dependent
messages that are not always sent.


